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ABSTRACT

Economists make the unarticulated assumption that information is something that stands apart
from and is independent of processors of information and their inherent characteristics. We
argue that they need to revisit the distinctions they have drawn between data, information and
knowledge. While some associate information with data, others associate it with knowledge. But
since few readily associate data with knowledge, this suggests too loose a conceptualisation of
the term ‘information’. We argue that the difference between data, information and knowledge is
in fact crucial. Information theory and the physics of information provide us with useful insights
with which to build an economics of information appropriate to the needs of the emerging
information economy.
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It should be noted that Landauer's principle effectively provides us only with a lower bound
on the amount of energy that must be dissipated to erase information. Clearly, if al
computational processes were reversible, then the principle would imply no lower bound on
the amount of energy dissipated, since no bits would in fact be dissipated during
computation (Nielsen and Chuang, 2000).

Maxwell's Demon is located at the meeting point of a physics of energy and a physics of
information. Bolzmann's definition of entropy links the two types of physics. An
informational limit is reached under two quite different conditions. The first occurs when
the energy expenditures incurred by data capture and transmission activities required to
distinguish between two states, and hence to create discernable data - often performed by
specialized equipment - itself exerts a mechanical effect on those states, thus preventing
them from stabilizing enough to get themselves detected - Heisenberg's uncertainly
principle describes this condition. The mechanical effects of such energy expenditures then
swamp and overwhelm their informational effects. The second occurs when the Demon
needs to store transmitted data in memory for subsequent processing. Assuming that the
Demon's memory is finite - i.e., it is subject to bounded rationality (Simon, 1945) - it will
sooner or later confront the need to erase stored data in order to make way for new data.
Landauer's principle tells us that at that moment data will be lost and entropy levels - both
thermodynamic and informational - will increase. However, thermodynamic entropy and
information entropy are quite distinct from one another. Although both draw on
Boltzmann's formula, the first refers to the regularities or lack of them in discernible states-
of-the-world — that is, in data - whereas the second refers to the information that can be
extracted from such states by a knowledgeable observer. In sum, if social scientists conflate
information and knowledge, physicists conflate data and information. In the next section, by

means of a simple diagram, we will indicate why both types of conflation matter.

6. An economic interpretation of the principle of least
action
Any physical system is subject to the principle of least action, an integra variational

principle initially put forward by Maupertuisin 1744 that establishes the difference between
the actual motion of the system and all of its kinematically possible motions during afinite
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time interval (Barrow and Tipler, 1986). According to Green, when the observables of the
system, such as its energy, its momentum, its angular momentum, its central vector and
certain other charges, have prescribed values on the boundary of any region of space and
time, they will vary in such a way that the total action within the region has its minimum
value (Green, 2000). This will be as true of dissipative systems as it will be of Hamiltonian
systems. To the extent that the system has a capacity for storing memories of earlier states -
and this does not require that the system be intelligent or even alive - then it will be able to

use data and information in such away as to minimize the action.

Being universal in scope (Omnes, 1999), the principle of least action implies that nature as
a whole makes choices that are economic in their outcomes'®. How might Maxwell's
Demon apply the principle? In effect, it alows us to posit the existence of a trade-off
between the Demon's consumption of energy and his consumption of data resources as it
attempts to sort out fast-moving from slow-moving particles. Such a trade-off can usefully
be represented by means of a scheme that is somewhat reminiscent of a production
function, but the purpose of which is limited to illustrating the economic nature of the
principle of least action.

A production function is a schedule showing the maximum amount of output that can be
produced from any specified set of inputs (Fergusson, 1969). In neoclassical production
functions that take capital and labor as inputs, information and knowledge are not explicitly
represented as factors of production in their own right, although, in talking of capital and
labor, we may take them to be implicitly present. The knowledge embedded in machinery
and equipment, for instance, clearly forms part of the capital factor, and the labor factor
clearly embodies the know-how and experience of employees. Given that in the so-called
“new economy” information and knowledge have clearly moved center-stage, some have
claimed that they should therefore become critical productive factors in their own right
alongside capital and labor (Bell, 1973; Romer, 1986; Romer, 1990)*°.

Yet, given that information and knowledge are already implicitly embedded in traditional

productive factors, this would result in double counting. As an alternative, therefore, one

18| the nineteenth century, this was referred to as the economy of nature.
19 By the term new economy, we mean more than an economy driven by the Internet phenomenon. We
therefore avoid having to take sidesin the current debate as to whether there isin fact a new economy.

© 2004 by Max Boisot and Agusti Canals <juocC
© 2004 by FUOC



Data, information and knowledge: have we got it right?
http://lwww.uoc.edu/in3/dt/20388/index.html

could move up to a more abstract and genera level and bring together two different classes
of productive factors: 1) purely physical factors, such as space, time, and energy — these
would be measured in physical units such as meters, seconds, and joules, and 2) data
factors, being discernible differences in the states of the physical factors — these would be
measured in bits (Boisot, 1995; Boisot, 1998). Note that, in this new scheme, information
and knowledge are not taken as factors of production at all. According to our earlier
arguments, information constitutes an extraction from the data factor that results in
economizing on that factor and hence in a move towards the origin. Knowledge, likewise,
economizes on data-processing - and hence on the consumption of data inputs - more so in

the case of abstract knowledge than of concrete knowledge™.

An example of the new scheme is shown in figure 3. Aswill shortly be apparent, much as it
may look like one, it is not actually a production function. In the diagram, we can
distinguish two types of movement, one along isoquants and another across them. A move
to the left along an isoquant represents a progressive substitution of data for physical
factors, something that happens when, by gradually accumulating the data of experience,
systems "learn-by-doing”, with less expenditure of time, space, and energy, in whatever
task they are performing — manufacturing aircraft wings, miniaturizing electronic
components, etc. Learning-by-doing can only work for systems that can store past states —
i.e., for systems that have memory. Some purely physical systems have memory and all
living systems do. By implication, a move to the right along an isoquant can be interpreted
either as forgetting, an erosion of memory, or as the workings of bounded rationality. Both
rightward and leftward movements are possible. A downward vertical movement across
isoquants and towards the origin in the diagram, by contrast, represents the generation of
insight, the extraction of information from data to create new, more abstract knowledge
concerning the structure underlying phenomena. This second movement — the joint effects
of pattern recognition and computational activities — is discontinuous, reflecting the
unpredictable nature of creative insights (Miller, 1996). It makes it possible to reach the
same output levels as before with less data processing and hence a lower consumption of
data inputs. In addition to having memory, a system that has a capacity for insight must also
be intelligent, that is, it must be capable of processing data in order to extract information

from it in the form of patterns or structures.

% Ernst Mach's “Principles of the economy of thought” were an important source of inspiration for Hayek
(Mirowski, 2002).
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Data

Physical Factors

Fig. 3. Datavs. physical factors scheme

Our scheme and the neoclassical production function have some similarities. For example,
they both take movement along an isoquant as representing technical change — i.e., a
change in the mix of data and physical resources that generate a given output - and
movement across isoquants towards the origin as representing technical progress (Boisot,
1998) — i.e, a reduction in the quantity of data and/or physical resources required to

generate that output. Y et the two schemes differ in three important ways.

First, while the neoclassical production function offers no preferred direction for
movements along an isoquant, the broad tendency to substitute data factors for physical
factors in our scheme — a process of variation, selection and retention that results in data
accumulating in the form of memory — imparts a direction to technical change and to
technical progress. Why? The clue resides not in the evolutionary nature of knowledge —
although this is certainly a factor — but in the evolutionary nature of agents, individual or

corporate (Metcalfe, 1998). To the extent that evolution enhances both the memory and the
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data processing capacity of agents — this can be achieved either via biological evolution or
via the artefacts of cultural evolution (Boyd and Richerson, 1985; Clark, 1997) - they are
able to make better use of whatever data accumulates over time, and this at a lower cost
than that of using the physical resources available to them. Thus, if intelligence is selected
for by evolution, intelligence, in turn, will demonstrate a selection bias in favor of data over

physical resources

In effect, in contrast to the neoclassical production function in which movement along an
isoquant is reversible, the arrow of time is at work in our scheme, allowing it to describe
irreversible and hence path-dependent processes that, according to circumstances, might be
characterized as being either evolutionary or as developmental. We must emphasize that the
arrow of time manifests itself in global rather than local behaviors. The general tendency
for a leftward movement up an isoquant is likely to have many local exceptions - brought

about either by forgetting or by bounded rationality — that move it in the opposite direction.

Second, our scheme is able to account for technical progress. Although in both the
neoclassical and in our scheme, technical progress in described by a jump across isoquants
towards the origin, in the neoclassical case, such a discontinuity cannot be explained; it had
to be exogenously given. In our scheme, by contrast, a discontinuous jump from one
isoquant to another is accounted for by a discontinuous jump in a living system’'s own
learning processes — i.e,, it is accounted for by the discontinuous phenomenon of insight,
the extraction of informative patterns or gestalts from data, and their subsequent conversion

into knowledge.

Third, the data and physical factors that make up our scheme present quite distinct
economic properties. While, in the neoclassical production function, purely physical factors
are naturally subject to scarcity and hence appropriable, the data factors of our own scheme
are not. While they may not always be immediately accessible—and in that sense they may
be considered scarce - once one has secured them, they can often be replicated and
distributed at ailmost zero marginal cost. Providing it has found the right physical substrate,
therefore, data will propagate rapidly and extensively. Scarcities will then only appear in

the form of a living system's limited capacity to receive, store, process, and transmit data,

© 2004 by Max Boisot and Agusti Canals <juocC
© 2004 by FUOC



Data, information and knowledge: have we got it right?
http://lwww.uoc.edu/in3/dt/20388/index.html

not in the data factors themselves®. For this reason, data factors are much more difficult to
appropriate and to subject to traditional forms of economic exchange than purely physical
factors. They are hard to price and this makes it hard to use price signals to guide a
substitution of data factors for physical ones. Our scheme can illustrate such a substitution
process; it cannot analyzeit.

To summarize: except, perhaps, for the universe as a whole, there are no perfectly closed
systems in the real world. Open systems are prey to unwanted interactions with their
environment that get registered as noise when viewed informationally. Economics has
tended to ignore the implications of the fundamental openness of the systems they study.
Our scheme, by alowing the representation of the effects of time and entropy in the
economic process, rectifies the situation. Once you admit learning, development and
evolution into the picture, you admit irreversible processes. But our scheme aso suggests
that the entropy concept is but one side of the coin when dealing with the second law of
thermodynamics. Irreversible processes can lead to emergent, order-creating outcomes as
well as to entropic ones, those that alow living things to jump across isoquants and move
towards the origin in pursuit of factor savings (Brooks and Wiley, 1988). Although we may
agree with Shapiro and Varian when they observe in Information Rules (1999) that the
information economy has not yet repealed the laws of economics, we feel that it poses
explanatory challenges to economics—well captured by the way that novelty and new
knowledge emerges in living systems and organizations—that the discipline has yet to take

on board.

7. Implications

We can briefly summarize our discussion in the following three propositions:

21 We can see the logic of our new scheme at work in the way that organizations are today attempting to
handle large amounts of transactional data. Data mining, for example, isthe process of extracting information
from data. People will not pay for data, but as information extraction becomes ever more difficult and user-
specific - i.e., customized - people will pay for information. To the extent that data can be turned into
information that has relevance for someone, that someone will in principle be willing to pay for the data
processing and transmission economies on offer. What such economies offer is the possibility of reallocating a
key data processing resource possessed by all intelligent agents in finite quantities: attention. An information
economy, by implication, has to be an attention economy as well.
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l.Information is physical (Landauer, 1999). It is a constituent element of all physical
processes and hence cannot treated as something epiphenomenal to the economic process. It

must be engaged in on its own terms.

2.Economic agents subject to the principles of least action and to the effects of the second
law of thermodynamics aim to economize on their consumption of both physical and data

resources by deploying effective cognitive and behavioral strategies.

3.Effective cognitive strategies extract information from data and then convert it into
knowledge. Effective cognitive and behavioral strategies vary from agent to agent as a
function of their situation, of their prior individual knowledge, of their values, and of their

emotional dispositions.

What follows from our three propositions?

Developing further the difference between data, information and knowledge, data generates
thermodynamic entropy, which we shall label entropy 1. It involves the erasure of
differences between physical states. Information, by contrast, generates Shannon entropy,
which we shall label entropy 2. It involves the erasure of differences between symbols. The
difference between physical states might well be maintained, but the form given to such
states no longer yield unambiguous symbols. Finally, knowledge generates cognitive
entropy, which we shall label entropy 3. It involves the erasure of differences between the

possible contexts required for the interpretation of either states or symbols.

All these different types of entropy constitute variations on Bolzmann's formula

NXpilogp. fori=1..n,

where n describes either the number of possible data states, the number of symbols in a
repertoire, or the number of interpretative contexts that are compatible with a given set of
states or symbols. N gives the message length, and we hypothesize that an inverse
relationship exists between N and n. Efficient coding, however, should reduce both N and n

to the extent that is builds on correlations between states, symbols, or interpretative
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contexts. Where such correlations are not given a priori, they must be discovered. In the
absence of memory, however, an agent has no way of discovering such correlations so that,
in effect, n can now potentially increase without limit. This makes Boltzmann's formula

meaningless since it cannot be used as a basis for stable expectations.

Entropies 1 and 2 are to be found at Shannon's technical level. Entropy 3 is to be found at
Shannon's semantic and effectiveness levels. At the semantic level, it can occur because the
receiver does not know the codes or what, specifically, they refer to—this, in effect, is
context narrowly defined—and at the pragmatic level it can occur because the receiver does
not know to embed the message as a whole into an appropriate context. Entropy 1 has the
effect of increasing Entropy 2 and Entropy 3. However, redundancy at the semantic and

effectiveness levels can mitigate the effects of entropy 1.

Economics at best has only ever operated at Shannon's technical level. By largely ignoring
problems of meaning and values, it has only scratched the surface of Shannon's semantic
and effectiveness levels. Yet the implication of our anaysis is that, strictly speaking, there
is no such thing as common knowledge and there is common information only to a limited
extent. Only data can ever be completely common between agents. As Metcalfe puts it,
agents may live in the same world, but they see different worlds (Metcalfe, 1998). In its
treatment of information, economics thus fell between two stools. On the one hand, it
eschewed the complexities of the "soft" approach to knowledge and information associated
with the semantic and effectiveness levels - and with the social and cognitive sciences as a
whole. On the other hand, it never really dug into the foundations the way that physics did,
in order to distinguish entropies 1 and 2 from one another?. It therefore allowed the concept
of information to take whatever form was needed to maintain analytica and

computationally convenience.

8. Conclusion

From "soft" sciences such as sociology right across to "hard" sciences such as physics,
information has become a central concern. Economics, however, has tended to treat

information as something unproblematic, an auxiliary concept that can be left largely

22 Y et if the physics of information helped effectively, to distinguish entropy 1 from entropy 2, this did not
result in a distinction within the discipline between data and information.
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unanalyzed. Y et, in post-industrial economies, information has now become the main focus
of economic transactions, and not merely a support for them. Economists, therefore, cannot
afford the luxury of neglecting the conceptual foundations of an economics of information

inthisway.

Shapiro and Varian have argued that the laws of economics apply to the information
economy no less than to the energy economy that preceded it. This is undoubtedly true and
certainly needed to be said. The issue, however, is not about the applicability of economic
laws, but about their scope. The physics of Newton was not displaced by that of Planck and
Einstein, rather it ended up having to share the stage with them. Likewise, the physics of
information neither falsifies the economic laws of the energy economy, nor does it render
them irrelevant. What it brings out, however, is that, given their limited engagement with
the concept of information, such laws will have trouble dealing with many of the
phenomena associated with the evolution and growth of knowledge in general and with the
emergence of the new economy in particular. They therefore need to be complemented with
more encompassing and general laws that take into account the pervasive roles played,
respectively, by data and information in al physical processes, as well as that played by
knowledge in biological ones. Such roles are distinct and complementary and in need of
clear articulation. This paper has attempted to provide some initial theoretical reflections on
atask that still lies ahead.
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